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An audio steganography algorithm based on segment-STC
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Abstract: In steganography field, syndrome-trellis code is a state-of-the-art steganography algorithm. A steganogra-
phy algorithm of Segment-STC was proposed. Segment-STC could locally optimize the distortion by segmentation.
Firstly, the LSB-stream (least significant bit, LSB) of audio cover was segmented as few sub-segments. Then, the
segmented message in each sub-segment was embedded to the optimal submatrix. The TIMIT dataset and author col-
lected online songs as databases was used to run the experiments. Results show that segment-STC can effectively re-
duce the number of distortion elements of cover and improve the undetectability of the stego. Segment-STC algo-
rithm can reduce the distortion over 24%, compared with the original STC algorithm. It also has a better impercepti-
ble performance compare with other similar audio steganography algorithms.
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Ji%E e RUEEH M T SR BORAE AR T K,
RO AR R TT B S5 UG 3 (EWAVE A,
AR AT T R IR TR IR S O B 5T
Ve, T LA DR AR AR AN KA S AL R iR 2
KR, S8 EEATRN, BARARIRA
5. FEAACHIR T, LuosPIR FAACHH IS 5
GG WAV 5 Ak 22 ik, FIHISTCHEAT 1
B EMP3 AR, Kim&EPR FIMP3 5
B AR DX EAT B, PR L Fh ) linbits A7 1447 1
FAFJLSB (least significant byte, HEHRAN) B
itk N o ESE R T linbits i 30 IR, XHZI77EM)
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WEA BRI, BAREIAN 22t 3%
BR[10-11TR HIMP3 Zrhth it 2 Hh 1 147045 10 00 4
T—MBE Tk, %07 I N A AN e
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FEZIISTCIRA A I (1)

Emb(x,m)=arg . &icr}m)D(x,y) (1

Horb, Bmb() RREFRA KL xRo7m L ah 3k
W, yRREE JR BRI, mAR s A S
y D(xy) RNFEAFHRAEBAR KD,
BRI (D) JusAM . X (1) RoptEgsTC
HEZRR, BRI H AR o8 O8I BT S5 B (1
RE RN AR, i 5 B R R
A (2 URRREAN (G2 FO:

D(xoy)zzpi |xi_yi| (2)
i=1

Horb o, om0 AT G R IR EARCE, nRon ik

2019071-2



<117 -

BIERE 201945 7H
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wAEPRBOTE AL (3D Prow:

Ext(y)=Hy (3)
Ext(y)=Ext(Emb(x,m))=m,Vx € X,Vm € {0,1}"
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PIANASF REAS 221 [RIODG I bR MISNR I b0 13
F|[ODG ML R WL 1~K 4 (HrOriginal

RoR AR E A E HBOD -

F1 TREFEKETAREAZE ODG $5HR(56 FF AR 1)

ODG 10 000 5000 1000
LSB 0.202 1 0.203 3 0.204 1
F5 0.202 8 0.203 5 0.204 0
STC 0.203 0 0.203 5 0.204 9
53 B STC 0.203 3 0.203 8 0.205 1
Original 0.208 0 0.208 0 0.208 0

FEARJE, 38 & AE A TIMITIRRE A, 4y
B STCRa'E J7 FE# B A e R MWr st g et . 36
BN EE W B AN A3 53 Joe e, B0 T B R 5 A3
FIODGH34) o

SERGAS BIFSNRIEAR MR 5~3K 8.

®5 TRIEFEKETAEHFEH SNR $EFR (56, HAE 1)

£2 TRIEFEKETAREHZEH ODG $517(66 4FAKEE 1)

SNR 10 000 5000 1000
LSB 65.093 5 67.3833 74.402 2
F5 69.840 1 72.2711 79.104 0
STC 69.276 0 71.653 0 78.4513
7B STC 69.946 1 72.510 1 79.485 5

ODG 10 000 50 000 1000
LSB 0.197 7 0.198 8 0.200 5
F5 0.197 6 0.199 0 0.200 1
STC 0.198 5 0.1999 0.200 4
5B STC 0.199 9 0.200 2 0.200 6
Original 0.204 2 0.204 2 0.204 2

#6 ATRIEFKETAREHZEA SNR 547 (66, HAEE 1)

£33 TRIEFEKETAREHFEH ODG $517(56 4FAKEE 2)

SNR 10 000 5000 1000
LSB 64.946 5 67.3453 74222 1
F5 69.673 3 72.190 2 79.151 1
STC 69.192 0 71.574 1 78.451 1
Y BL STC 69.983 3 72.369 0 79.350 7

R7 ARFBEKETAEAZER SNR 555 (56 HEAKE 2)

ODG 10 000 50 000 1000
LSB 0.176 6 0.1799 0.1935
F5 0.167 5 0.168 4 0.179 1
STC 0.193 1 0.193 3 0.193 6

5B STC 0.194 1 0.1947 0.1953

Original 0.196 6 0.196 6 0.196 6

SNR 10 000 5000 1000
LSB 66.262 5 68.716 9 75.134 9
F5 583272 58.497 0 65.300 2
STC 73.399 1 75.749 9 82.199 1
4B STC 73.700 6 76.180 8 82.985 1

F4 TRIEBFEKETAREHZEH ODG $517(66.4FAKEE 2)

*8 TRIEFEKETAREHFH SNR $EFR(66. HARE 2)

ODG 10 000 50 000 1000

LSB 0.176 6 0.179 9 0.193 5
F5 0.166 6 0.1675 0.179 9
STC 0.190 3 0.1922 0.193 5
3B STC 0.1939 0.194 4 0.194 9
Original 0.196 6 0.196 6 0.196 6

SNR 10 000 5000 1000
LSB 66.151 4 68.607 0 75.005 9
F5 57.952 6 58.097 0 64.900 3
STC 73.198 5 75.823 5 81.276 9
4rB STC 73.694 4 76.296 1 82.9415

X 1~ 4 BIoR THF 56.66 BRI FODG
Fabr . v WA R LE A BRI 20 5000 15 E5 1

% 5~ 8 fon THE 56,66 PHRIFLFE T ISNR
Fabm o LEPRPIAN [R] 16— 5 56 B R AR b AN [
(IFEAE T, BI5E 0 BESTCI 48 e M T ——
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